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1. Cyberattacks
2. Act of War

3. Jus ad Bellum
4. Jus in Bello
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1. See for e.g., US Department of Defense, The National Military Strategy for Cyberspace
Operations, 2006, P. 3.

2. Cyberspace

3. See for The White House, Cyberspace Policy Review, 16 May 2011, P. 1.
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1. Deny
2. Degrade
3. See for, "Computer Network Attack", HPCR Manual on International Law Applicable to
Air and Missile Warfare (May 15, 2009), at: http://www.ihlresearch.org/amw/manual/category/
section-a-definitions,
4. Malware or Malicious Software

2 g Gl pad a3 S5 S bl e JSes (Worm) L 57 5 (VIrUS) bs e 5 4 93 31l 3l 1.0
6. Danial- of - Service (DOS) The Most Severe form of DOS Attack is a Distributed Denial-
of-service Attack (DDOS).
7. Cyber Warfare
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1. The Same Approach is Taken by Marco Roscini, "World Wide Warfare-Jus ad Bellum and
the Use of Cyber Force", In Armin Bogdany and Riidiger Wolfrum (eds.), Max Planck Year
Book of United Nations Law, Vol. 14,2010, P. 96.

2. See Dep’t of Def., Office of Gen. Counsel, An Assessment of International Legal Issues,
May 1999, Reprinted in Thomas Wingfield, The Law of Information Conflict, National
Security Law in Cyberspace (2000), at 431; Exec. Order No. 13,010, 61 Fed. Reg. 37,347
(July 15, 1996); Exec. Order 13,321, 66 Fed. Reg. 53,063 (Oct. 16, 2001).

3. Weapons of Mass Destruction
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D. Delibasis (2007). "The Right to National Self-defence: In Information Warfare

Operations", Bury St Edmunds, PP. 31-38.

1. Force (Art. 2 (4)).

2. Armed Attack (UN Charter, art. 51)
3. Attack (Additional Protocol I to the Geneva Conventions, Art. 49 (1)).
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1. Travaux Préparatoires

2. A Brazilian Proposal to Extend the Prohibition to "the Threat or Use of Economic
Measures in Any Manner Inconsistent with the Purposes of the United Nations"” Was
Rejected at the San Francisco Conference; Documents of the United Nations Conference on
International Organization, Vol. VI, 1945, PP. 559, 720-721.
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Wl dza o Ole sl S 5145758 i O oo o135 el s alstlide [y a5 il 51 (6 b S5 )
2. See for International Court of Justice, Corfu Channel (United Kingdom of Great Britain and
Northern Ireland v. Albania) (Merits), Separate Opinion by Judge Alvarez, 1949, p. 47,
International Law Commission, Addendum-Eighth Report on State Responsibility by Mr. Roberto
Ago, Special Rapporteur-the Internationally Wrongful act of the State, Source of International
Responsibility (part 1), UN Document A/CN.4/318/Add.5-7, 1980, Paras. 58 and 86.
C,_:ALQSM,_:JBA_:J:—)JJ&_Lbjg%é;,gé,_fjlfq»:w\a.\_z;hi,ﬁ@:guuaé):jjlqaif
3y it dalialsd ) AL HE etz o ptin LS (g p b 505 (65588 el Il b 5

LSS i (6 e 35050 ) 4SS o Ol andl 5 Sl 0 ST ST3 1,558 A sl Ll g e 85T 2sleas
G.A. Res. 3314 (XXIX), art. 1, U.N. Doc. A/3314, (Dec. 14, 1974), Arts. 1, 3 and 4.
4. See for International Court of Justice, Military and Paramilitary Activities in and Against
Nicaragua (Nicaragua V. United States of America), Merits, 1986, paras. 191 and 195;
International Law Commission, Report of the International Law Commission on the Work of
its Thirty-second Session, 5 May-25 July 1980, Official Records of the General Assembly,

Thirty-fifth Session, Supplement No. 10, UN Document A/35/10, 1980, P. 44.
5. Scale and Effects
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1. In French: Aggression Armée.

1S el Sl s 5 I3l 151 5 (6l SO o a3 Lay giST (S sl s 31 3 ol Y
Arie J. Schaap (2009). "Cyber Warfare Operations: Development and Use Under International
Law", 2009 U.S. Air Force Academy, Department of Law, at:http://www.thefreelibrary.com/

Cybert+warfaret+operations%3a+development+and-+usetunder+international+law.-a0212035712.
3. Critical Infrastructures
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1. See for, UN General Assembly Resolution 58/199 of 30 January 2004.

208 ailoehans daoliee b 55l 55 Sosline sbas S gy s 6l Y
Sklerov, Matthew J. (2009). "Solving the Dilemma of State Response to Cyberattacks: A
Justification for the Use of Active Defenses against States Who Neglect their Duty to
Prevent", Military Law Review, Vol. 201, PP. 54-55.
3. See for Michael Schmitt (2011). "Cyber Operations and the Jus in Bello: Key Issues",
Naval War College International Law Studies, PP. 5-8.
4. Capture and Neutralization
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2. See for Johnny Ryan (2007). "Growing Dangers: Emerging and Developing Security Threats",
NATO REV, Available at: http://www.nato.int/docu/review/2007/issue4/english/ analysis2.html.

3. Attack
4. Violence
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1. See for Read Koh's Remarks at: http://www.state.gov/s/l/releases/remarks/197924.htm.
2. See Declaration Renouncing the Use, in Time of War, of Explosive Projectiles Under 400
Grammes Weight, St Petersburg, 1868 ("St Petersburg Declaration").
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1. Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the
Protection of Victims of International Armed Conflicts, 8 June 1977 ("Additional Protocol I").
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Draft Information Security Convention (April 2012), Available on the Website of the Russian—
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1. Denial of Service (DOS) Attack and Distributed Denial of Service (DDOS) Attack
2. Espionage
3. Cyber Sabotage
ol (6l ez 458l 3155 (6146 g S5 S il
4. Malware
ks ol LB gl ls 457 das I3 Caa )40 | &uwugf\,béw}ﬁ)\;wa\.o



VEY (Sl 163y 9o aalllan) Jhodl s (B g Jhate 31 (6 p s D

w5 S o g5y Oolial gl o il Sl il Bl 5 WS 51 5 0 ot
1 ol 45 035 s ol a1y ol el O et il dlable Olsesl ol
A e S5l 4 (IS Sl
Sl 035 Ol p sl sl (5l B Sl 5 Sl I3 pl Bs oy 5o
S el s Sl 5 gy Sl (slaolams 0313 13 s (sl ol 5 gboas
T it oo 5 g Sl S s 5 5 et 53 b S5 a8 Tl 5 0
3 A 33 (o8as U287 5 oo o6 o 4 0l )) olons ol (658
Ol )5 oSS oS ol 03 51 (5146 8 4 3 _wS bl 131 BT .5 51 (5l 28 45 o (6350
) LSS T e el DLl IS oo 31 (6ol 5 0313 G gon (6 b thom &5 51 515 401,
3 A 13 G5l 35 e (6l S Sladie ) 1) 3 nS bl b il 0T
(Richardson, 2011: 13) o> S 3L 03 28 LUT L (D Ol siea OT 51 lote
Sl el3T 5 b ol oty €0 la JSG e s 4 slzal b 51 oS (55 5be
LT Eel S il (6 ,m b syl dlor 105 oSl 487 Wilazsls Slebl ¢ Lo
(Ibid.: 12-13) col o387 b1y Laj e s pmlv Ko S5 diles 5358 0 S5
e o181 1 T (Ibid.: 15-16) 555 ol 551 Sloebes (Slakom Ol ety L5 0 550215

7S pe 53 e3lital 3 e (sLagt s a5 Ly (6,MS a1 o7 5L 03 015 o0 (B S 5 a3l S

Sygaly ol 5l m e ,m by ols glacS s 5 Cale cbaaibly 51 o baSs ( an Sl oo
1S5 e AT Gl s 13 ol

John Richardson (2011). "Stuxnet as Cyberwarfare: Applying the Law of War to the Virtual

Battlefield", PP. 9-11. Electronic Copy Available at: http://ssrn.com/abstract=1892888.
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http://www.symantec.com/security response/writeup.jsp?docid=2010-071400-3123-99.

1. Central Intelligence Agency (CIA)
2. National Security Agency (NSA)
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Belk, Robert and Noyes (2012). Matthew, On the Use of Offensive Cyber Capabilities: A Policy
Analysis on Offensive US Cyber Policy, USA: The Office of Naval Research, P. 116.
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1. See for International Law Commission, Draft Articles on the Responsibility of States for
Internationally Wrongful Acts, UN. DOC. A/CN.4/L.602/ Rev. 1 (2001).

2. Ibid., Art. 3.

3. Ibid., Art. 5.

4. Ibid., Chapter V.

5. Art. 5 of the ILC Draft Articles.

6. Art. 7 and 8 of the ILC Draft Articles.
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1. Declaration on Principles of International Law Concerning Friendly Relations and
Cooperation Among States in Accordance with the Charter of the United Nations, G.A. Res.
2625, U.N. GAOR, 25th Sess., U.N. Doc. A/Res/2625 (Oct. 24, 1970).

2. Ibid., Preamble, pt. 1.

3. Ibid.

4. General Assembly Resolution 3281 (XXIX) from December 12, 1974. ("The Charter of
Economic Rights and Duties of States").
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1. See for, e.g., "Iran’s Nuclear Program", The New York Times (Jan. 18, 2011), Available at:
<http://topics.nytimes.com/top/news/international/countriesandterritories/iran/nuclear progra

m/index.html>; Broad, William J., John Markoff and David E. Sanger, "Israeli Test on Worm
Called Crucial in Iran Nuclear Delay", The New York Times, Published: January 15, 2011,
Available at: http://www.nytimes.com/2011/01/16/world/middleeast/16stuxnet.html? r=1and

2. Olympic Games

3. Duqu

4. Flame



21,
V¥ oyl oY s Jle/ V£

S oS el il 580 03,8 13 s Slize KIS (6 B 0 5 S5,
5330 31 by ol S 0 28l s i Sl 5 (K53 Coale pte s
G5 3 S amite ST SISl 31 s g5 457 555 b e (FY) o3be L il 5 oo
Olgs a8 Cnle 55 pmn 1 (63,50 5, 3L L Lol il 038 0l 1 10 ol
Lyls K& byl o ool b oS Slanal 0515 513 Cota s 1y 1l o
3,5 sl a5 g 31 e saldss SllaBl L acwslie o &l blsee o
Slbles| Ul Lac T 5 « ol Gsi> ol bl opimean (Hollis, 2011)
030 Ly s ss ade 6l e Jlasl SIS, 31 6 8 sl sl 555 5,al8 55 15 p5Y
S o Ol (6 7nS 5ls Mol 115 08 o8 SIS 4 53 3,8 518 s 0T
S5 G U i Jlasl gl os,ed8 & dadi o3lol 1y cpl il 5 o g5 a0 oS
G AU S a8 55 e LU all (LCT, 1949: 22) (3,5 4 5 54 s
o Jleal 3 50 Jlesl Ol Sline 4 el Gliliuze Jos L 2 (bl o ol 51
26l s Glw S 5 6l 6 ST (Mol Ol g3 4SOl el 5
slome 03,8 53 Uy (s 0L85L 5 Jalse 53 Olijee g3 S s
(LC.T.Y. App. Ch., 1999: para. 49) 5 8 » s g
e ol IS Oli 58 53 Laldgs 5,6 B si> )3 e sba
O 3 i 40 ST s ol S0 s s ade 1y a1 ailukas
Al ol s Wl G gl b gl plawil 51 (U 58T D) 055 il 526 SMem
Jlasl 31 68 s oy o g 31 (B Ml iy S g ey 0 iy Tl

1. See for, S.S. Lotus (France v. Turkey), 1927 P.C.1J. (ser. A) No. 10, at 88 (Sept. 7, 1927)
(Moore, J., Dissenting); Case Concerning United States Diplomatic and Consular Staff in
Tehran, 1980 1.C.J. Rep. 3, 32-33, 44 (May 24). See also, G.A. Res. 2625, para. 1.

2. Overall Control
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—Michael Schmitt (2003). "Preemptive Strategies in International Law", 24 Mich. J. Int’l L.,
at 543. Quoted in: Sklerov, op.cit, P. 48.

1. See for I.C.J., Gabcikovo-Nagymaros Project (Hung. V. Slovk.), Merits, 1997 1. C. J. Rep.,
paras. 55-56.
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1. Draft Information Security Convention (April 2012), http://rusemb.org.uk/policycontact/52.

1S 6wl il s b gy e sl asdllas (gl 5 Y
UN General Assembly Resolution A/RES/65/41, "Developments in the Field of Information
and Telecommunications in the Context of International Security"(8 December 2010); UN
General Assembly Resolution A/RES/55/29, "Role of Science and Technology in the Context
of International Security and Disarmament"(20 November 2000); UN General Assembly
Resolution A/RES/64/211, "Creation of a Global Culture of Cybersecurity and Taking Stock
of National Efforts to Protect Critical Information Infrastructures" (21 December 2009).
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Legal Consequences of the Construction of a Wall in the Occupied Palestinian Territory,
2004, 43 I.L.M. 1009, 1050 (2004).
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